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January 24, 2003

MEMORANDUM
TO: CFO/FM, Susan J. Rabern
FROM: AIG/A, Bruce N. Crandlemire /9

SUBJECT:  Independent Auditor’s Report on USAID’s Consolidated Financial
Statements, Internal Controls, and Compliance for Fiscal Y ear 2002 (Report
No. 0-000-03-001-C)

The Office of the Inspector General (OIG) is transmitting its reports on the audit of the U.S.
Agency for International Development’s (USAID’s) fiscal year (FY) 2002 financia
statements, related internal controls, and compliance with applicable laws and regulations.
Under the Government Management Reform Act of 1994, USAID isrequired to prepare
consolidated fiscal year-end financial statements. For FY 2002, USAID isrequired to
submit the audited financial statements to the Office of Management and Budget (OMB)
and the U.S. Department of the Treasury (U.S Treasury) by February 1, 2003.

Enclosed are the OIG’ sreports on USAID’s FY 2002 financial statements, related internal
controls, and compliance with applicable laws and regulations. We are pleased to report
that we are able to issue opinions on al five principal financia statements. Thisisan
important milestone and represents significant progress by USAID. However, on the
Statement of Net Costs, the opinion was achieved only through extensive efforts to
overcome material weaknesses in internal controls. Although these efforts resulted in
auditable information on the statement of net costs, the efforts did not provide timely
information to USAID managers to make cost and budgeting decisions throughout the year.

With respect to internal controls, our report discusses seven material weaknesses and three
reportable conditions identified during the audit. The material weaknesses were related to
USAID’ s process for (1) allocating Program Expenses on its Statement of Net Costs, (2)
reconciling its Fund Balance with the U.S. Treasury, (3) calculating the Allowances for its
Credit Program, (4) recording and classifying its Advances to Grantees and Related
Expenses, (5) reviewing, analyzing, and deobligating its Unliquidated Obligations as
necessary, (6) calculating and reporting its Accounts Payables, and (7) recognizing,
recording, and reporting its Accounts Receivable.



The reportable conditions address USAID’ s needs to (1) establish amonthly general ledger
closing procedure, (2) improve its controls over the management of property at USAID
overseas missions, and (3) improve its procedures for preparing the Management’s
Discussion and Analysis section of the Accountability Report required by the Federal
Accounting Standards Advisory Board.

We are reporting that USAID is not in substantial compliance with the financial
management systems requirements of the Federal Financial Management Improvement Act
of 1996 (FFMIA), the Computer Security Act of 1987, and the Debt Collection and
Improvement Act of 1996. However, USAID is making progress towards becoming
substantially compliant.

This report contains ten recommendations to improve USAID’ sinternal controls for the
preparation of its annual financial statement required under the Chief Financial Officer’s
Act. (See Appendix |1 for the status of uncorrected findings and recommendations from
our prior audits that affect the current objectives).

We have received and considered your response to the draft report and the recommendations
included therein (see page 49). Based on your response, we have accepted your comments as
management decisions. Please forward all information to the Office of Management, Planning,
and Innovation for acceptance and final action. (See Appendix |1 for USAID’ s Management
Comments).

We appreciate the cooperation and courtesies that your staff extended to the OIG during
our audit. The Office of the Inspector General islooking forward to working with you on
the audit of the fiscal year 2003 financial statements (in the agreed-to accel erated schedule)
and to seeing improved systems and controls.
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Summary of
Results

The Government Management Reform Act (GMRA) of 1994 requires the
U.S. Agency for International Development (USAID) to prepare and submit
audited consolidated financial statements for inclusion in the government-
wide financial statements. As part of this effort, GMRA requiresthe Office
of Inspector General (OIG) to:

. Audit the financial statements and issue an opinion on the fairness
of their presentation in accordance with generally accepted
accounting principles,

. Report on related interna controls; and

. Report on compliance with applicable laws and regulations.

Auditor’s Opinion on USAID’s Fiscal Year 2002 Financia Statements

In our opinion, USAID’ s balance shest, statement of changesin net
position, statement of budgetary resources, and statement of financing
present fairly, in all material respects, the financia position of USAID as of
September 30, 2002, in conformity with generally accepted accounting
principles.

We were, however, unable to obtain sufficient competent evidentia matter
to support USAID’ s alocation of about $384 million to the related
respons bility segments on the statement of net costs.

In our opinion, except for the inconsistencies in the process used by USAID
to allocate program expenses related to obligations that support multiple
Agency goas, USAID’ s statement of net costs presentsfairly, in al materia
respects, its expenses as of September 30, 2002, in conformity with
generally accepted accounting principles. (See Pages 17 to 20)

Other Reguired Supplementary Information

According to the Federal Accounting Standards Advisory Board,
Management’ s Discussion and Analysis (MD&A) is required
supplementary information. We did not audit and do not express an
opinion on thisinformation. However, we have applied certain limited
procedures to determine the methods of measurement and presentation of
the supplementary information. Asaresult of these procedures, we
believe that the MD& A materially departs from prescribed guidelinesin
the following ways.

1 The MD&A did not contain a clear picture of USAID’ s planned
performance for FY 2002.



2.

3.

Most performance information contained in the draft FY 2002
MD& A was based on results achieved in FY 2001 or earlier.

The MD&A did not link costs to results.

Further information on this finding is included in the Report on Internal
Controls and the Report on Compliance with Laws and Regulations (see
pages 32 and 42, respectively).

Report on Related Internal Controls

Our audit identified seven materia internal control weaknesses (see pages
17 to 29) and three reportable conditions (see pages 29 and 34) which are
included in thisreport.

The material weaknesses were that improvements are needed in the
following USAID processes:

1)
2)
3)

4)

5

6).

7).

Allocating program expenses on its Statement of Net Costs.
Reconciling its Fund Balance with the U.S Treasury.
Calculating and reporting its Accounts Payable.

Recording and classifying Advances to Grantees and related
expenses. (Repeat Finding)

Reviewing, analyzing, and deobligating its Unliquidated
Obligations. (Repeat Finding)

Recognizing, recording, and reporting its Accounts Receivable.
(Repeat Finding)

Calculating Credit Program Allowances.

The reportable conditions related to USAID’ s need to:

1

2)

3)

Establish a monthly closing procedure.

Improve its controls and management of its property at overseas
missions.

Improve its system for preparing the Management’ s Discussion and
Analysis.



Report on Compliance with Laws and Requlations

USAID's financial management systems did not substantially comply with
the Federal Financial Management Improvement Act of 1996. Specificaly,
USAID's financial management systems did not substantially comply with
Federa financid management system requirements, Federal Accounting
Standards, or the U.S. Standard General Ledger at the transaction level.
However, USAID is making progress towards becoming substantially
compliant. (See Pages 37 and 40)

Our audit a so disclosed three instances of noncompliance with laws and
regulations that could have adirect and material effect on the principal
financia statements and required supplementary information. The laws
with which USAID did not comply were:

. The Federa Financia Management Improvement Act of 1996.
. The Computer Security Act of 1987.
. The Debt Collection and Improvement Act of 1996.

We considered USAID’ sinterna control weaknesses and noncompliance
with laws and regulations to determine our auditing procedures for the
purpose of forming our opinion on the financial statements and not to
provide assurance on internal controls and compliance with laws and
regulations. We have provided additional information in the independent
auditor’ s report on interna controls (see page 15).

USAID reported four material weaknessesin itsfiscal year 2001
Accountability Report and will report three materia weaknessesin itsfisca
year 2002 Accountability Report, which will be issued on February 1, 2003.



Background

The United States Agency for International Development (USAID) was
created in 1961 to advance the United States' foreign policy interest by
promoting broad-based sustainable development and providing
humanitarian assistance. USAID has an overseas presencein over 70
countries, 42 of which have operational and formal accounting stations.
In fiscal year 2002, USAID had total obligation authority of about $7.8
billion.

Under the Government Management Reform Act of 1994, USAID is
required to annually submit audited financial statements to the Office of
Management and Budget (OMB) and appropriate Congressional
Committees. Pursuant to this Act, for FY 2002, USAID has prepared the
following:

» Baance Shest,

e Statement of Net Costs,

e Statement of Changesin Net Position,
e Statement of Budgetary Resources,

» Statement of Financing,

* Notesto the financial statements, and
*  Other accompanying information.

Audit Objectives

OMB Bulletin No. 01-02 and related GAO guidance established the
minimum audit requirements for Federal financial statements. For fiscal
year 2002, this Bulletin required us to:

. Determine whether USAID's principal financia statements present
fairly in all material respects, and in conformity with generally
accepted accounting principles the (1) assets, (2) liabilities and net
position, (3) net costs, (4) changes in net position, (5) budgetary
resources, and (6) reconciliation of net costs to budgetary
obligations.

. Obtain an understanding of USAID’sinternal control to understand
the design of controls relevant to an audit of financial statements
and determine whether they have been placed in operation. Assess
control risk for the assertions embodied in the classes of
transactions, account balances, and disclosure components of the
financial statements.

. Obtain an understanding of the components of USAID’ sinternal
controls relating to the existence and compl eteness assertions
relevant to the performance measures included in Management’s
Discussion and Analysis (MD&A).



. Report on USAID's compliance with laws and regulations that
could have adirect and material effect on the principal statements
and any other applicable laws and regulations.

. Report whether USAID’ s financial management systems
substantially comply with the Federal Financia Management
Improvement Act section 803(a) requirements.

For thefirst objective, we obtained sufficient evidence about the balances
in the material lineitems on USAID’sfiscal year 2002 financial
statements to enable us to form an opinion on those statements.

For the second objective, we obtained an understanding of USAID’s
internal controls and assessed the control risk for the assertions embodied
in the classes of transactions, account balances, and disclosure
components of the financial statements.

For the third objective, we gained an understanding of the internal controls
related to the existence and compl eteness assertions relevant to the
performance measures included in the MD&A.

For the fourth and fifth objectives, the OIG determined, anong other
things, whether USAID’ s financial management systems substantially
comply with federal requirements for financial management systems,
applicable Federal accounting standards, and the U.S. Standard General
Ledger at the transaction level, as required by Section 803(a) of the
FFMIA of 1996. (See Appendix | for our scope and methodology)

In accordance with the OMB audit requirements for Federal financial
statements, this combined audit report includes our separate reports on
USAID’sfinancia statements, internal controls, and compliance with
applicable laws and regulations.
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| ndependent Auditor’s Report on USAID’s Financial Statements

Audit Findings

Did USAID'sprincipal financial statements present fairly: the assets,
liabilities, net position, net costs, changein net position, budgetary
resour ces, and reconciliation of net costs, and budgetary obligations
for fiscal year 20027

We have audited the accompanying balance shest, statement of changesin
net position, statement of net costs, statement of budgetary resources, and
statement of financing of USAID for the year ended September 30, 2002.
We conducted our audit in accordance with generally accepted auditing
standards; the standards applicable to financial audits contained in
Government Auditing Standards, issued by the Comptroller Generd of the
United States; and the Office of Management and Budget (OMB) Bulletin
No. 01-02, “Audit Requirements for Federal Financial Statements.” We
believe that our audit provides areasonable basis for our opinion.

In our opinion, USAID’ sfiscal year 2002 balance shest, statement of
changes in net position, statement of budgetary resources, and statement of
financing present fairly, in al material respects, the financia position of
USAID for the year then ended, in conformity with generally accepted
accounting principles.

We were unable to obtain sufficient competent evidential matter to support
USAID’salocation of about $384 million to the related responsibility
segments on the statement of net costs.

In our opinion, except for the inconsistencies in the process used by USAID
to allocate program expenses related to obligations that support multiple
agency gods, USAID’s statement of net costs present fairly, in al material
respects, the expenses of USAID as of September 30, 2002, in conformity
with generally accepted accounting principles.

For fiscal year 2001, we audited and issued quaified opinionson, USAID’s
balance shest, statement of changes in net position, and statement of
budgetary resources. We were aso engaged to audit the fiscal year 2001
statement of net costs and statement of financing, on which we disclaimed
opinions.

Thefinancia statements are the responsibility of USAID’s management. In
that regard, USAID’ s management is responsible for:

1 Preparing the financia statements in conformity with generally
accepted accounting principles.

11
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2. Establishing, maintaining, and assessing internal controls to provide
reasonabl e assurance that the broad objectives of the Federal
Managers Financia Integrity Act are met.

3. Establishing and maintaining that USAID’ s financia management
systems comply with Federal Financial Management Improvement
Act (FFMIA) requirements.

4. Complying with applicable laws and regulations.

The Office of Inspector General is responsible for obtaining reasonable
assurance about whether the financia statements are presented fairly, in al
material respects, in conformity with generally accepted accounting
principles. In order to fulfill these responsibilities, we:

1 Examined, on atest basis, evidence supporting the amounts and
disclosuresin thefinancial statements.

2. Assessed the accounting principles used and significant estimates
made by management.

3. Evaluated the overall presentation of the financia statements.

4, Obtained an understanding of internal control related to financial
reporting (including safeguarding assets), compliance with laws and
regulations (including execution of transactions in accordance with
budget authority), and performance measures reported in
Management’ s Discussion and Anaysis of the Accountability
Report.

5. Tested relevant internal controls over financia reporting and
compliance, and eva uated the design and operating effectiveness of
internal controls.

6. Considered the process for evaluating and reporting on internal
control and financial management systems under the Federal
Managers' Financial Integrity Act.

7. Tested whether USAID’ s financial management systems
substantially complied with the three FFMIA requirements.

8. Tested USAID’ s compliance with selected provisions of the
following laws and regulations:

* Anti-Deficiency Act,

e Prompt Payment Act,



» Debt Collection and Improvement Act, and
» Federa Credit Reform Act.

Wedid not evaluate dl internal controls relevant to operating objectives as
broadly defined by the Federal Managers Financid Integrity Act, such as
those controls relevant to preparing statistical reports and ensuring efficient
operations. Instead, we limited our internal control testing to controls over
financia reporting and compliance.

Because of inherent limitationsin interna controls, misstatements due to
error or fraud, losses, or noncompliance may nevertheless occur and not be
detected. We aso caution that projecting our evaluation to future periodsis
subject to the risk that controls may become inadequate because of changes
in conditions or that the degree of compliance with controls may deteriorate.
In addition, we caution that our interna control testing may not be sufficient
for other purposes. (See the FFMIA section of Compliance Report on
USAID’sFY 2002 financial statementsfor additional internal control
weaknesses.)

We did not test compliance with all laws and regulations applicable to
USAID. Welimited our tests of compliance to those laws and regulations
required by OMB audit guidance that we deemed applicable to the financial
statements for the fiscal year ended September 30, 2002. We caution that
noncompliance may occur and not be detected by these tests and that such
testing may not be sufficient for other purposes.

In accordance with Government Auditing Standards and the provisions of
OMB Bulletin 01-02, we have also issued reports, dated January 24, 2003,
on our consideration of USAID’sinternal controls and on its compliance
with laws and regulations. (See pages 15 and 35).

Management’ s Discussion and Anadysis (MD&A) isrequired
supplementary information according to the Federal Accounting Standards
Advisory Board. We did not audit and do not express an opinion on this
information. However, we have applied certain limited procedures to
determine the methods of measurement and presentation of the
supplementary information. Asaresult of these procedures, we believe that
the performance information reported in the MD& A materially departs from
prescribed guiddinesin the following ways:

1 The MD&A did not contain aclear picture of USAID’ s planned
performance for FY 2002.

2. Most performance information contained in the draft FY 2002
MD& A was based on results achieved in FY 2001 or earlier.

13
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3. The MD&A did not link coststo results.
Further information isincluded in the Report on Internal Controls and the

Report on Compliance with Laws and Regulations. (See pages 15 and 35,
respectively).

Bruce N. Crandlemire /9

Office of Inspector Genera
January 24, 2003



| ndependent Auditor’s Report on Internal Controls

Audit Findings

Did USAID establish adequateinternal controlsrelated toits
financial statements and the perfor mance measures contained in its
Management’s Discussion and Analysis section?

We have audited the financial statements of USAID for the fiscal year
ended September 30, 2002 and have issued our report thereon. We
conducted the audit in accordance with generally accepted auditing
standards; the standards applicable to financial audits contained in
Government Auditing Standards, issued by the Comptroller Generd of the
United States; and the Office of Management and Budget (OMB) Bulletin
No. 01-02, “Audit Requirements for Federal Financial Statements.”

In planning and performing our audit, we considered USAID’ sinternd
controls over financia reporting by obtaining an understanding of those
controls. We determined whether the internal controls have been placed in
operation, assessed control risk, and performed tests of controlsto
determine our auditing procedures for the purpose of expressing an opinion
on the financia statements. We limited theinternal control testing to those
necessary to achieve the objectives described in OMB Bulletin No. 01-02.
Wedid not test al internal controls relevant to the operating objectives as
broadly defined by the Federal Managers Financid Integrity Act of 1982
(such as those relevant to ensuring efficient operations).

The objectives of internal controls are to provide management with
reasonable, but not absolute, assurance that the following objectives are
met:

. Transactions are properly recorded and accounted for to permit the
preparation of reliable financial reports and to maintain
accountability over assets.

. Funds, property, and other assets are safeguarded against 1oss from
unauthorized acquisition, use, or disposition.

. Transactions that have a material impact on the financial
statements, including those related to obligations and costs are
executed in compliance with laws and regulations.

The objective of our audit was not to provide assurance on interna controls;
consequently; we do not provide an opinion on those controls.

15



16

Our consideration of theinternal controls over USAID’ s financial reporting
would not necessarily disclose all matters that might be reportable
conditions. Under standards issued by the American Institute of Certified
Public Accountants, reportable conditions are matters coming to our
attention relating to significant deficiencies in the design or operation of the
internal control that, in our judgement, could adversely affect USAID’s
ability to record, process, summarize, and report financial data consstent
with the assertions by management in the financia statements. Material
weaknesses, on the other hand, are reportable conditionsin which the design
or operation of one or more of theinternal control components does not
reduceto ardatively low level therisk that misstatements in amounts that
would be materia in relation to the financial statement being audited may
occur and not be detected within atimely period by employeesin the
normal course of performing their assigned functions.

Nevertheless[] because of inherent limitationsin internal controls]

mi sstatements, losses, or noncompliance may occur and not be detected.
However, we noted certain matters, discussed in the following paragraphs
and accompanying schedules, involving theinternal controls and their
operation that we consider material weaknesses and/or reportable
conditions. We have also identified material weaknesses and reportable
conditions noted in prior Government Management and Reform Act
(GMRA) audit reports that continued to exist during FY 2002 as “ Repeat
Findings.” (Seethe Federal Financial Management Improvement Act of
1996 [ FFMIA] section of the Compliance Report for additional internal
control weaknesses.)

The material weaknesses were that USAID needs to improve its processes
for:

1) Allocating program expenses on its Statement of Net Costs .

2) Reconciling its Fund Balance with the U.S Treasury.

3) Calculating and reporting its Accounts Payable .

4) Recording and classifying Advances to Grantees and related
Expenses (Repeat Finding).

5) Reviewing, analyzing, and deobligating its Unliquidated
Obligations. (Repeat Finding)

6) Calculating Credit Program Allowances.

7) Recognizing, recording, and reporting its Accounts Recelvable.
(Repeat Finding)



The reportable conditions related to USAID’ s need to:

1) Establish a monthly closing procedure.

2) Improve its controls and management of its property at overseas
missions.

3) Improve its system for preparing the Management’s Discussion
and Analysis.

Material Weaknesses

USAID’s Process for Allocating Program
Expenses on its Statement of Net Costs Needs Improvement

The OIG determined that in some cases USAID’ s current statement of net
costs may not reliably reflect expenses by responsibility segment because
USAID had not devel oped a process to consistently allocate program
expenses to its funding sources, strategic objectives, and related Agency
goals when it finances grants from multiple sources that are associated
with more than one goal. Therefore, USAID cannot be fully assured that
program expenses of about $384 million were allocated to the
corresponding Agency goals according to their original purpose or that the
recorded expense correlates to the activities from which they occurred.

SFFAS No. 4, dated July 13, 1995, states that reliable information on the
costs of Federa programs and activities are crucia for effective
management of government operations. This standard also requires that
“cost be accumulated by responsibility segments.” The accumulation isfor
costs incurred within each responsibility segment and does not involve the
assignment or alocation of costsincurred by other supporting segments.
The reporting entity may have a centralized accounting system, but the
system should be capable of identifying costs within responsibility
segments.

USAID’s process for recording its Letter of Credit transactionsis very
complex. Grants are often awarded to support multiple Agency goals and
are financed by one or more funding transactions. However, grantees only
report expense information at the grant level. USAID uses the pooling
method to process drawdown postings in the accounting system (Phoenix).
Therefore, both drawdowns and liquidations may not bereliable. The
OIG determined that drawdowns in Phoenix matched the information
maintained by the Department of Health and Human Services (DHHS)[.I

! DHHS is the servicing agency that manages advances to USAID’s grantees through the Letter of Credit

System. Therefore, the Payment Management System is USAID’ s subsidiary ledger for advances to grantees.

17



However, DHHS uses the “first-in-first out” method to record the
drawdowns, which usually charges them against incorrect grants. Further,
since the grantees are only required to report expenses at the grant level,
DHHS had to develop aformulato record expenses against the numerous
funding sources within the related contract and grant agreements.

When USAID tries to match DHHS reported expenses against grant
agreements through an interface between USAID’ s and DHHS' s systems,
the interface |l ocates the grant and then uses the Common Account Number
(CAN) to match a Budget Fiscal Y ear (BFY) under the grant agreements.
Initially, the system attempts to match the same fund with the same BFY as
identified by DHHS to record the expenses. If there is not match for the
same fund and BFY, the system looks for the same fund in any BFY to
record the expenses. Findly, if there is not match for the same fund in any
BFY, the system will record the expenses against the oldest BFY regardless
of thefund. Thismay lead to expenses crossing several agency goals on the
statement of net costs.

bl

Expenses from the DHHS system are interfaced with USAID’ s Phoenix
system. Theinterface identifies the Phoenix obligation number by using a
crosswalk that trandates DHHS' s document numbers into Phoenix
obligation numbers. Using the obligation number, the interface will locate
the core grant or grant number within Phoenix. The interface then replaces
the obligation number with the DHHS CAN and locates the corresponding
BFY. Theinterface then verifies the accounting lines under the grant and
liquidates the obligations in the following order:

1. If the accounting line does not have sufficient funds the interface will
liquidate the maximum portion from that accounting line and locate
the next accounting line with matching BFY and fund.

2. If no matching BFY isavailable the interface will then locate an
accounting line under the grant with a matching Fund and liquidate
the expense against the oldest BFY .

3. If no matching fund is available, the interface will liquidate the
expense against the earliest BFY regardless of the type of fund.

4. If nounliquidated obligations are available under the grant the
transaction will be rejected for insufficient funds and would require
manual posting.

2 The Common Account Number is an eleven-digit number composed of two separate parts. The first seven

numbers of the CAN identify the awarding agency. For non-DHHS accounts, the last four numbers of the CAN
identify the funding code/source as assigned by the awarding agency.

18



Further, the OIG determined that for the first four months of the fiscal year
DHHS provided expense information to USAID on hard copy reports.

The information on these reports was manually entered into the accounting
system by voucher examiners. USAID’ s methodology was to record the
expenses against the oldest available funds regardless of the expense
allocation indicated on the Payment Management System (PMS) report.
Beginning in February 2002, expense information was transferred to the
USAID accounting system via an electronic interface. The methodology
was altered to a step down approach that would first attempt to record the
expenses against the DHHS allocated fiscal year and fund. Next, if
sufficient funding were not available, the expenses would be recorded
against the fund with an available balancein any fiscal year. Finaly, if
sufficient funding were not available under the two steps above, the
expenses would be posted against any available funding source beginning
with the oldest fiscal year.

We sampled and reviewed the expense liquidations as two separate
methodol ogiesl] the manual process and the automated process. We
selected transactions processed through each of the methodologies. Based
on our review of the manual processing methodol ogy, we noted that
USAID did not consistently record the expenses against the ol dest
available funds and the corresponding Agency goals. Additionally, we
noted that credit amounts were recorded to one funding source. Because
credit amounts usually relate to expenses of previous quarters, it would
have been more reasonable to apply the credits to the previously recorded
expenses. For example, for one manual credit transaction reviewed, about
$3.2 million was recorded as expense against USAID goa number five,
causing areduction of $3.2 million in the unliquidated balance of this
goa. However, the original $3.2 million transaction was allocated to all
USAID goals. Inaccurate postingsin the manual process usually have a
ripple effect on the transactions processed throughout the year because the
funds that are liquidated through the manual postings are no longer
available for subsequent liquidations.

The OIG determined that USAID’ s automated process followed the
established methodol ogy to record expenses against the corresponding
Agency goas. However, the system did not give preference to similar
funds. For example, the system recorded expenses related to devel opment
assistance (DV) funds and expenses in the devel opment assistance funds
for population (DV-POP) as different funding sources.

Because USAID’ s process for allocating program expenses on its statement
of net costs needs improvement and modifications are needed inits
allocation methodol ogy, we are making the following recommendation to
USAID management:

19



Recommendation No. 1: Werecommend that the Chief
Financial Officer establish requirementsto:

1.1 Modify the manual expense distribution methodology,
whenever thereisno specific fund cite, to match advance
liquidation expensereported by U.S. Department of
Health and Human Services.

1.2 Ensurethat USAID’sautomated posting process usesthe
Department of Health and Human Service' s posting
methodology.

USAID’s Process for Reconciling Its Fund
Balance with the U.S. Treasury Needs Improvement.

The OIG determined that USAID has not implemented effective internal
controlsto ensure that its fund balance with Treasury isreconciled in a
timely manner. While USAID hasimproved in this area, we identified
several continuing problems that hindered its ability to reconcile
differences with the fund balance account. Specifically, USAID’s Office
of Financial Management and the overseas missions did not consistently
reconcilel] research and resolvel] differences identified between the
records of USAID, the State Department’s U.S. Disbursement Office's,
and the U.S. Treasury. Infiscal year 2002, USAID’s Office of Financia
M anagement made unsupported adjustments of about $45 million net
(%203 million in absolute dollar value) to bring its cash balancein
agreement with Treasury’s balance. According to USAID’s Office of
Financial Management officials, this adjustment was made becauseit is
necessary for USAID to bring its fund balance in agreement with the U.S.
Treasury for the yearend closing statement and the annual financial
statement.

The U.S. Department of Treasury’s gui danceElfor reconciling fund

bal ances requires that Federal agencies research and resolves differences
reported by the U.S. Treasury on amonthly basis. Agencies must also
resolve all differences between the balances reported in their general
ledger fund balance with the U.S. Treasury accounts and the balances
reported by the U.S. Treasury. This guidance stipulates three months as a
reasonable period for clearing the differences.

The reconciliation process contains two steps: (1) identifying the
differences between USAID’ s records and the U.S. Department of
Treasury’ srecords and (2) researching and resolving these differences.

3 Fund Balance with Treasury Reconciliation Procedures, A Supplement to the Treasury Financial Manual,

ITFM 2-5100, August 1999.
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Some of the differences are timing differences that will be eliminated with
the passage of time, while other differences are accounting and posting
errors that must be corrected. The U.S. Treasury reconciliation procedures
state that an agency may not arbitrarily adjust its Fund Balance with the
U.S. Treasury account. The procedures further state that an agency can
adjust its Fund Balance with the U.S. Treasury account balance only after
clearly establishing the causes for any errors and properly correcting those
errors. In addition, the procedures state that an agency should document
“month cleared” (the accounting month that the discrepancy was
adjusted), accounting periods, required explanations, and brief narratives
that disclose the cause of the discrepancy. USAID did not consistently
follow the first and second steps of the reconciliation process.

USAID did not completely reconcile its fund balance with Treasury and
research and resolve a difference of about $239 million in its Washington
appropriation accounts for the year ended September 30, 2002.
Furthermore, according to USAID, as of mid-November 2002, it did not
research and resolve the operating expense appropriation differences.

This occurred because USAID had not established a process to close the
monthly accounting periodsin its accounting system. Thislack of
monthly closing creates differences between USAID’ s monthly
transaction totals and the U. S. Treasury’ s monthly records. According to
USAID, the accounting periods in its accounting system remained open
throughout the subsequent periods because not all financial activities were
entered into the accounting system in atimely manner. The Joint
Financial Management Improvement Program (JFMIP)**Core Financial
System Requirements’ require Federal agencies to close accounting
periods and prohibit subsequent postings to the closed periods.

Further, some of these differences resulted from overseas transactions that
were not reconciled because USAID did not implement the necessary
reconciliation procedures to analyze, research, and resolve the outstanding
reconciling items reported by its missions. Asaresult, USAID’s Office of
Financial Management made unsupported year-end adjustments of about
$45 million net ($203 million in absolute dollar value) to bring its
September 30, 2002, cash balance in agreement with Treasury's balance.
Because USAID needs to continue researching and resolving all
outstanding reconciling items, we are making the following
recommendation:

4 FFMIA requires that agenciesimplement and maintain financial management systems that substantially

comply with federal financial management systems requirements. These system requirements are detailed in the
Financial Management Systems Requirements seriesissued by JFMIP and OMB Circular A-127.
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Recommendation No. 2: Werecommend that the Chief Financial
Officer:

2.1  Providedetailed guidelinesto over seas missions for writing off
old reconciling items. These guidelines should includethe
reconciliation stepsthat should be completed before USAID
missionsrequest write-offs.

2.2  Reconcilethe mission adjustment account in the general ledger
to the cumulative amountsin the mission ledgersand resolve
differences between the general ledger and the mission ledgers.

USAID’s Internal Controls over Its Accounts
Payable Process Need Improvement (Repeat Finding)

The OIG determined that USAID’sinternal controls over its accounts
payable process needs improvement. Although progress has been made, we
noted that amounts reported for a significant portion of the accounts payable
viathe Accrual Reporting System (ARS) used by USAID/Washington and
viaMission Accounting and Control System (MACS) by its missions were
unsupported by financial documentation. In our FY 2001 GMRA audit, this
problem related only to USAID missions. We recommended that USAID
Office of Financial Management develop standardized documentation
requirements for its missions and coordinating with its Office of
Procurement and issue detailed guidance for missionsto identify obligations
that are available for deobligation. USAID has fully implemented this
recommendeation.

However, after USAID/Washington implemented the ARS, similar
problems were identified with the USAID/Washington’ s accounts payable.
This occurred because USAID program managers have not devel oped an
effective process for estimating accounts payable. Asaresult, USAID’s
fiscal year 2002 expenses were overstated by about $236 million ($52
million from its missions and $184 million for Washington). USAID
management recorded an adjustment for the $236 million to present amore
reliable accounts payable balance on its financia statements at September
30, 2002.

Statement of Federal Financial Accounting Standards (SFFAS) No. 1
requires that when an entity acceptstitle to goods, whether the goods are
delivered or in trangit, the entity should recognize aliability for the unpaid
amount of the goods. If invoices for the goods are not available when
financia statements are prepared, the amounts owed should be estimated.
Moreover, USAID’s Automated Directive System 630.3.2.4 requiresthat in
addition to the sequential schedule/voucher files maintained by fiscal year,
paying offices must maintain individual contract obligation and payment



recordsin sufficient detail so that the financial status of each contract can be
readily determined and used in deciding whether payment of a given
invoice should be approved.

The OIG found that amounts calculated by the Cognizant Technical
Officersviathe ARS process were not supported by available financial
documentation, rationale for calculations, or status reports that reflect an
assessment of the spending for the project or activity. Moreover, The OIG
found that several accounts payable amounts were recorded by USAID for
the entire balance of the related obligations, with expired performance
periods. These obligations either had no financial activity in more than
one year or had no activity since they were established. The OIG
determined that USAID had not conducted the necessary research to
determine if the obligations and corresponding accounts payable were
necessary.

These conditions resulted because the efforts of USAID were hampered by
the ineffiﬁi encies of the Mission Accounting and Control System
(MACYS)", and itsinability to group various funding instruments of the
same project or program. However, some USAID Cognizant Technical
Officers had not documented their calcul ations, their communications with
contractors and grantees, their analysis of project expense burn rates, or
their review of the necessary accounting reports.

Furthermore, The OIG determined that USAID did not close severa
obligations and calculated accounts payable for the entire remaining
balance because they have not received disbursement data or the final
vouchers from the contractors or grantees. Consequently, the FY 2002
accounts payable reported by USAID were overstated by about $236
million. USAID subsequently made an adjustment to record the $236
million to present a more reliable accounts payable balance in its FY 2002
financial statements. However, because of the recurrence of thisinterna
control weakness, we are restating the following recommendation to
USAID management:

Recommendation No 3: Werecommend that USAID’s Chief
Financial Officer coordinatewith the Office of Procurement to:

3.1 Develop a standardized documentation requirement for
estimating accounts payable in Washington and at its
missions on a timely basis.

s MACS s an activity-based system for recording budget allowance, projects, operating expense,

and accounting transactions at USAID’ s missions.

23



24

3.2  Issuedetailed guidance and instructionsfor reviewing
and reporting to the Office of Procurement those
obligationsthat are available for deobligation.

33 Issuedetailed guidancerequiring its Cognizant
Technical Officersto maintain adequate documentation
supporting the accounts payable asrequired by the
Automated Directive System.

USAID’s Process for Reconciling and Classifying
Advances to Grantees Need Improvement (Repeat Finding)

As of September 30, 2002, USAID had not recorded about $88 millionin
expenses related to advance liquidations submitted by grantees. Progress
has been madein thisarea. Our FY 2001 GMRA audit identified about
$155 million in expenses related to advances that were not recorded by
USAID. However, this condition continues to occur because USAID does
not have aworldwide integrated financial management system that
includes procurement and assistance data. Therefore, obligations
established for advances that are managed by DHHS must be manually
entered into the Payment Management System (PMS). Nevertheless,
USAID has recognized liquidations for about $66 million of the $88
million through its Accrual Reporting System. The remaining $22 million
was not recorded as expense or an accrual made by USAID.
Consequently, the obligations related to the $88 million had not been
entered into the PM S and the expenses were not recognized and reported
by DHHS. USAID subsequently made an adjustment to record the $22
million as expenses.

Genera Accounting Office (GAO) “ Standards for Internal Controlsin the
Federal Government” requires that transactions and other significant events
should be promptly recorded and properly classified. This guidance further
states that transactions must be promptly recorded if pertinent information is
to maintain its relevance and value to management in controlling operations
and making decisions.

This appliesto:

. The entire process or life cycle of atransaction or event and includes
theinitiation and authorization.

. All aspects of the transactions while in process.

. Itsfina classfication in summary records.



Obligations for grant agreements and/or modifications must be entered
into DHHS' s Payment Management System so that grantees can report
advance liquidation expenses related to the corresponding obligations. As
of September 30, 2002, USAID had not recorded in the Payment
Management System, approximately 105 grant agreements and/or
modifications with a net value of about $253 million. USAID has since
recorded 78 of the 105 grant agreements and/or modification valued at
$112 million. Therefore, at the time of our review, USAID till had about
$144 million that was not recorded in the Payment Management System.
This occurred because USAID does not have a worldwide integrated
financial management system that links its accounting, procurement, and
assistance systems aswell as al other activities performed by USAID.
Additionally, copies of new grants and/or modifications issued by
USAID’s Office of Procurement were not submitted to the Office of
Financial Management in atimely manner.

One USAID official stated that ten business days would be a reasonable
amount of time for the Contracting Officers to submit grants and/or
modifications (needing to be entered into the Payment Management
System) to the Office of Financial Management and that ten business days
would also be a reasonable amount of time for the Office of Financial
Management to record the grants and/or modifications into the DHHS
Payment Management System. Because USAID does not have an
integrated financial management system, there is no assurance that all
obligations managed by DHHS established for USAID’ s grants were
submitted to USAID’ s Office of Financial Management, Cash
Management and Payment Division.

Proper classification of information on transactions and events refers to
the organization and format of information on summary records from
which reports and statements are prepared. Because USAID does not have
aworldwide integrated financial management system that includes
procurement and assistance data, thisinternal control deficiency continues
to exist. Therefore, we are restating the following recommendations to
USAID management:

Recommendation No. 4: Werecommend that the USAID Chief
Financial Officer in coordination with the Office of Procurement,
establish proceduresto ensurethat all new grant agreements and/or
modifications are submitted to its Cash Management and Payment
Division within ten business days after their execution.

Recommendation No. 5: Werecommend that the USAID Chief
Financial Officer establish proceduresfor the Cash Management and
Payment Division to enter all new grantsand/or modificationsin the
Payment Management System within ten business days after receiving
them.

25



26

Unliquidated Obligations Were Not Always
Analyzed and Deobligated as Necessary (Repeat Finding)

USAID records showed unliquidated obligations that may no longer be
needed for their original obligation purpose. This occurred because, as of
September 30, 2002, USAID had not completed its process for reviewing,
analyzing, and deobligating unneeded obligations. Asaresult, as of
September 30, 2002, there still remain about $153 million in unliquidated
obligations that had no payment activity against them for more than one
year. Thisisareduction from the $186 million in unliquidated obligations
that our FY 2001 GMRA audit identified. The $153 million in unliquidated
obligations, identified by our FY 2002 GMRA audit, may no longer be
needed for its original obligation purpose.

USAID’s Automated Directive System (ADS) 621 states, “ As part of the
annual budget process, Assistant Administrators, independent Office
directors, and Mission directors must certify whether unexpended balances
are necessary for on-going programs.” The directive further requiresthat in
conducting reviews of obligations to identify funds that must be
deobligated, obligation managers and othersinvolved in the review process
should consider circumstances that could result in excessive or unneeded
obligation balances. Accordingto ADS 621, where there is an unobligated
balance that has remained unchanged for 12 months or more and there isno
evidence of receipt of services/goods during that same 12-month period, the
Situation may reflect that remaining balances are no longer needed.

As of September 30, 2002, USAID’sinternal control process asit relates
to the management of unliquidated obligations needs improvement.
Specifically, there were about $153 million in unliquidated obligations
that had no activity during FY 2002 and may not be needed for the
original obligation purpose. USAID isin the process of reviewing the
unliquidated obligations through its Business Transformation Executive
Committee (BTEC) working group led by the Office of Financial
Management. The working group reviewed 576 awards that ended on or
before September 30, 2000 and had unliquidated obligations of $100,000
or more. Asaresult of the group’ s review, USAID deobligated about
$100 million of the reported unliquidated obligations related to the 576
awards. We have also seen improvementsin USAID’ s missionsin their
efforts to reduce their old unliquidated obligations

According to USAID officias, this occurred because USAID’ s current
disbursement process does not match contractor or grantee-reported
expenses and the subsequent payments with the specific fund cite that gave
rise to those payments. Consequently, unliquidated obligations may be
carried forward each year even after the payments that would have fully
depleted them were made by USAID.



USAID hasimplemented an Accrua Reporting System to require review
and approva of a system-generated accounts payable based on the
unliquidated obligations. If this system is maintained as intended, it should
enable USAID to routinely identify obligations that could be deobligated.
Because USAID isinthe process of reviewing the unliquidated obligations
through its working group, and we have also seen improvementsin the
missions to reduce their old unliquidated obligations, we are not including a
recommendation for corrective action by USAID management.

USAID’s Process for Recognizing and Reporting
Its Accounts Receivable Needs Improvement (Repeat Finding)

As of September 30, 2002, USAID continuesto lack an integrated financial
management system with the ability to account for its worldwide accounts
receivable. Thisinterna control weakness was reported in our previous
GMRA reports. Because this systemic weakness continues to exist, we
have included it as amaterial weakness in this GMRA audit report.
Because USAID lacked aworldwide integrated system and had not
established and implemented policies and procedures for its missions and
the Office of Procurement to immediately recognize accounts receivable,
USAID had to rely on data callsto its missions to determine the year-end
accounts receivable balance. Therefore, USAID has no assurance that the
amount reported for accounts receivable in its FY 2002 financial statements
represents al receivables due to USAID. USAID management has
contended that accounts receivable is not materia to the financial
statements. We do not believe that this amount would cause a material
misstatement to the financial statements. During our FY 2003 GMRA
audit, we will expand our audit work in this area

SFFAS No. 1 requires that accounts receivable be recognized (recorded)
when aclaim to cash or other assets has been established. The
establishment of accounts receivable cannot occur on atimely basis unless
there are adequate procedures for recognizing and reporting them at the end
of each accounting period.

Currently, USAID records accounts receivable after the missions and the
Office of Procurement notify the Office of Financial Management that
employees, vendors, contractors, and grantees owe fundsto USAID. This
notification to the Office of Financiad Management occurs when the
receivables are significantly past due—ranging from 90 to 2190 days.
Because USAID has not yet devel oped an integrated financia management
system that would allow for the immediate recognition of accounts
receivable, this systemic problem continues to exist. Therefore, we are
restating the following recommendations to the USAID Office of Financia
Management:
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Recommendation No. 6: Werecommend that the USAID Chief
Financial Officer develop and implement a system for the
immediate recognition and reporting of all accountsreceivable that
aredueto USAID at the end of each accounting period.

Recommendation No. 7. Werecommend that the USAID Chief
Financial Officer, in coordination with the Office of Procurement
develop and implement proceduresto ensurethat the necessary
information isforwarded to the Office of Financial Management for
the establishment of accountsreceivable whenever agreement is
reached with contractorsand granteesthat funds are owed to
USAID.

USAID’s Process for Calculating Its
Credit Program Allowances Needs |mprovement

USAID had a significant decrease in the net loan receivable balances for
fiscal year 2002. The reduction was caused by a significant increase in the
FY 2002 allowance amounts from what was calculated in FY 2001. For
fiscal year 2002, USAID calculated and reported about $6.8 billion in
allowances for its credit programs. Of this amount, about $5.9 billion was
for the Direct Loan program and about $947 million for the Urban
Environment loan guarantee program. These allowances were
significantly higher than the fiscal year 2001 calculated allowance
amounts of about $4.5 billion. We requested that USAID’s Loan
Management Division (LMD) provide us with reasons for the significant
increases in the allowance amounts for FY 2002. We also requested that
the Division recalcul ate the allowance for fiscal year 2001 and provide
additional disclosure in the fiscal year 2002 financial statements for the
$2.3 billion increase in the alowance cal cul ation between FY 2001 and
FY 2002.

As aresult of our request, LMD had additional discussions with OMB
about the formula and rates used in the calculation of the allowances for
USAID’sdirect loan and loan guarantee liabilities. Based upon these
discussions, LMD discovered that OMB did not provide the information
required to correctly calculate the allowances. Further, USAID staff who
knew that OMB’ s formula and rate changes caused significant decreases
in the fiscal year 2002 subsidy expenses did not inform LMD of those
changes. However, LMD was aware that OMB had changed its subsidy
formula and methodologiesin fiscal year 2001 but LMD did not know the
details of the changes, nor had it assess the impact of the changes on the
yearend calcul ation of allowances for the guaranteed loans. The original
allowance calculation for fiscal year 2002 resulted in asignificant increase
over the fiscal year 2001 calculated allowances.



Using the revised OMB formula and rates, LMD correctly recal culated the
fiscal year 2002 allowances and loan guarantee liability amounts. This
resulted in a decrease of about $2.8 billion in the direct loan alowance and
a decrease of about $619 million in the loan guarantee liability for a net
change of about $3.5 billion in amounts due to the U.S Treasury for fiscal
year 2002.

GAOQ's Internal Control Standards state that pertinent information should
be identified, captured, and distributed so that individuals can perform
their duties efficiently. Further, effective communication is necessary and
should occur across the organization. The standards further state that, in
addition to internal communications, management should ensure that
adequate means of communication exist with external parties who may
have a significant impact on the Agency achieving itsgoals. Finaly, the
internal control standards require management at the functional or activity
level to compare actual results and analyze significant differences.

Because USAID had not implemented an effective process for calculating
its credit program allowance for fiscal year 20020 a process that would
have resulted in a reasonable presentation of the net credit program
balances[] , we are including the following recommendation to USAID
management:

Recommendation No. 8 Werecommend that USAID’s Chief
Financial Officer establish proceduresto:

8.1 Inform all credit program personnel of changesin the
gover nment policies and proceduresthat may have an impact
on itscredit and loan programs.

8.2  Requirean assessment of theimpact on the financial
information presented in internal and external reports.

8.3  Conduct second-party reviews of final credit program and loan

balance amounts at the end of the fiscal year beforethe annual
financial statementsare prepared.

Reportable Conditions

USAID’s Monthly and Y ear-end
Closing Procedure Needs |mprovement

USAID’sfinancia statements, accompanying footnotes, and worksheets
were difficult to audit. On October 24, 2002, the Office of Inspector
General received the unadjusted trial balance for fiscal year 2002. USAID
informed us that this was the date the general ledger was officialy closed.
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However, the general ledger was not closed on that date. Additionally,
USAID has not implemented the manual process of closing the general
ledger that would close the accounting period; rather, it has established a
system for only afew employees to make changes to the general ledger.

According to JFMIP, “General Ledger Management Function,” with
functional management of the general ledger, the system should close
accounting periods and prohibit subsequent postings to the closed periods.
The closing of an accounting period provides the Agency with the
capability to automatically determine an accounting period’ s opening

bal ances based on the prior accounting period’ s closing balances, without
user intervention or adjustment.

Since October 24, 2002, we have received unadjusted trial balances dated
November 15, 2002, November 17, 2002, and finally November 27, 2002.
Our analysis of these trial balances showed that there were many changes
to genera ledger accounts at each of the above dates. Also, because the
system was not consistently closed on a monthly basis, expenses recorded
on November 18, 2002, were for transactions made in prior accounting
periods as early as October 2001. The FY 2002 adjusting journal entries
should have supported the changes in the general ledger. However, to date
the changesin USAID’s system have not been documented. In addition,
we were provided footnotes and adjusting journal entries in intervals,
which made it difficult to follow all the changes that were made to the
information in USAID’ s accounting System.

According to the USAID official, USAID did not close its general ledger
on amonthly basis. This decision was made by management because not
all financial data was entered in the accounting system in atimely manner.
Because al prior accounting periods remained open throughout the fiscal
year, USAID employees were able to make changes and adjustments at
any given time. These adjustments could be officially made through
authorized journal vouchers, or they could have been made unofficially to
transactions without authorization and without an audit trail.

Because USAID did not close its general ledger monthly the information
on the Standard Form (SF)-224, Statement of Transactionsis not readily
identified to a specific accounting period. In addition, the SF-6653,
Undisbursed Appropriation Account Ledger cannot be readily reconciled
with USAID’ sinformation. Consequently, many year-end adjustments
and unsupported general ledger changes and adjustments were needed.
Therefore, we are making the following recommendation:



Recommendation No. 9: Werecommend that the Chief Financial
Officer establish written proceduresto:

9.1  Close monthly accounting periods on the dates established by
the U.S. Treasury and prepare adjusting journal entriesfor any
changes, corrections, or adjustments made after an accounting
periodsis closed.

9.2  Establish final datesfor entering transactionsinto the general
ledger before monthly closings. Thefinal dates should be
provided to all employeesresponsiblefor entering transactions
that may affect the general ledger.

USAID’s Controls and Management of Certain
Computer Equipment at Its Missions Need Improvement

The OIG determined that USAID’ s controls and management of certain
computer equipment at its missions needs improvement. During our fiscal
year 2002 GMRA audit at selected missions, the OIG determined that 6 of
the 13 selected missions had two pieces of computer equipment: Reduced
Instruction Set Computer (RISC) System 6000 R-20-Lan Server, with a
cost of $112,507 each, and an IBM subsystem cabinet with a cost of
$42,844 each (total cost of $155,351). Both were used for the New
Management System. The two pieces of computer equipment were
purchased in fiscal year 1996 and have been fully depreciated. The
computer equipment was included in the inventory of non-expendable
property reported by those missions. Another mission had the items on
their property inventory, but the items could not be located. Furthermore,
other missions, not included in our sample, also reported the computer
equipment on the data call from Washington as part of their non-
expendable property.

USAID Automated Directives System 629.3.5, “Disposal of Capitalized
PP&E,” requires that Property, Plant and Equipment (PP&E) that no
longer provides service because it has suffered damage, become obsol ete
in advance of expectations, or isidentified as excess must be removed
from the general ledger accounts, retired, and removed from service. In
addition, the value of such property and the accumulated depreciation
must be removed from the financial records.

The computer equipment was included in inventory and non-expendable
property because USAID did not inform its missions to segregate and
dispose of non-expendable property that were no longer needed. Asa
result, USAID fiscal year 2002 PP& E and the rel ated depreciation were
overstated by about $932,106. Furthermore, because other missions that
were not included in our audit sample had the computer equipment in their
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inventory and included them in their data call, the related general ledger
account was overstated. Therefore, we are making the following
recommendation:

Recommendation No. 10: Werecommend that the Chief Financial
Officer coordinate with the Office of Over seas Management Support
and establish a processfor all missonsto dispose of and remove from
their respective non-expendable property inventories and financial
records equipment that isno longer needed.

USAID’s System for Preparing Management’s
Discussion and Analysis (MD& A) Needs Improvement

OMB Bulletin No. 01-02 requires the OIG to (&) obtain an understanding
of the compopents of internal controls relating to the existence™and
completeness- assertions relevant to the performance measures included in
the MD&A and (b) report on those internal controls that have not been
properly designed and placed in operation.

The MD&A isanarrative overview, prepared by management, which
describes the reporting entity and its mission, activities, program and
financial results, and financia condition. The Statement of Federal
Financial Accounting Standards (SFFAS) No. 15, Management's
Discussion and Analysis, requiresthe MD& A to be included in each
annual financia statement as required supplementary information. OMB
Bulletin No. 01-09 provides additional guidance for preparing the MD&A.

Based on alimited review of USAID's system to collect and report
performance information in the draft MD&A, the OIG identified the
following weaknesses:

. USAID's current system does not allow for reporting fiscal year
2002 performance results by USAID's operating units until fiscal
year 2003. The majority of the performance information contained
in the draft fiscal year 2002 MD& A was based on Annual Reports
submitted by USAID operating units in Spring 2002, reporting on
performance data from fiscal year 2001 or earlier. The OIG
reported this deficiency in ti melinﬁs inprior years. Thereisan
outstanding OIG recommendation™calling on USAID to establish
procedures to ensure that (1) operating units submit fiscal year

6 This management assertion deals with whether information included in the MD&A actually occurred

during the given period.

! This management assertion deals with whether all performance results which should be presented have
been included.

8 From Reports on USAID's Financial Statements, Internal Controls, and Compliance for Fiscal Y ears 1997
and 1996, Audit Report No. 0-000-98-001-F, dated March 2, 1998.
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performance resultsin time for MD&A reporting and (2) the
results that are reported in the MD&A section of USAID's
financial statements and Annual Performance Report relate to the
fiscal year under review.

. According to OMB Circular A-11, Section 200, afinal 2002
performance plan should have been sent to Congress by April
2001. USAID did not prepare an Annua Performance Plan for
fiscal year 2002. Instead, it issued one for fiscal year 2003 in
August 2002 and noted that the plan would also apply retroactively
to fiscal year 2002. Asaresult, except for afew cases, the draft
MD&A did not contain a clear picture of USAID's planned
performance goals for fiscal year 2002 and therefore did not
include a comparison of planned goals with actual results for fiscal
year 2002, as required by OMB Bulletin No. 01-009.

. The draft MD&A included the USAID operating units' self-
assessments of progress (pertaining, as explained above, to years
prior to 2002) toward meeting certain strategic objectives. Several
OIG audits at selected USAID operating units over the past year
have identified deficiencies in operating unit performance
measurement systems. These deficiencies—such as not performing
required data quality assessments—could result in reporting
unreliable performance information or incorrectly assessing
progress toward meeting certain strategic objectives. According to
USAID, approximately 1,300 employees have been trained in
performance measurement and strategic planning during the last
year and one-half. USAID management believes this training will
improve the operating units' performance reporting.

. Except for afew cases, the draft MD&A did not contain financial
information to relate costs to results. There was not aclear linkage
to cost categories featured in the Statement of Net Costs.
Therefore, the cost efficiency or cost effectiveness of obtaining
results could not be determined.

In conclusion, as the OIG reported in previous years, USAID needsto
improve its system for collecting, summarizing, and preparing
performance information included in the MD&A. Specificaly, USAID
needs to revise its current system so that the MD& A contains a clear
picture of USAID's planned performance goal S/targets for the current year
and a comparison of these goals with actual results for the current year.
We did not include a recommendation in this report regarding the MD&A,
aswe intend to address the larger issue of performance reporting in a
Separate audit report.
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Thisreport isintended solely for the information and use of the
management of USAID, OMB and Congress, and is not intended to be and
should not be used by anyone other than these specified parties. However,
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amatter of public record.

Bruce N. Crandlemire /9

Office of Inspector Genera
January 24, 2003



| ndependent Auditor’s Report on Compliance
With Laws and Regulations

Did USAID comply with laws and regulationsthat could have a
direct and material effect on the financial statements, and with any
other applicable laws and regulations?

We have audited the financial statements of USAID for the fiscal year
ended September 30, 2002 and have issued our report thereon. We
conducted the audit in accordance with generally accepted auditing
standards; the standards applicable to financial audits contained in
Government Auditing Standards, issued by the Comptroller Generd of the
United States; and the Office of Management and Budget (OMB) Bulletin
No. 01-02, “Audit Requirements for Federal Financial Statements.”

The management of USAID isresponsible for complying with laws and
regulations applicableto USAID. As part of obtaining reasonable assurance
about whether USAID’ sfinancia statements are free of material
misstatement, we performed tests of USAID’ s compliance with certain
provisions of laws and regulations, noncompliance with which could have a
direct and materia effect on the determination of financial statement
amounts. Also, wetested certain other laws and regulations specified in
OMB Bulletin No. 01-02, including the requirements contained in the
Federa Financia Management Improvement Act (FFMIA) of 1996, the
Computer Security Act of 1987, and the Debt Collection and Improvement
Act of 1996. We limited our tests of compliance to these provisions and we
did not test compliance with al laws and regulations applicable to USAID.

The results of our tests of compliance with laws and regulations described in
the preceding paragraph exclusive to FFM1A*disclosed instances of
noncompliance with laws and regulations that are required to be reported
under Government Auditing Standards and OMB Bulletin No. 01-02.

Under FFMIA, we are required to report whether USAID’ s financial
management systems substantially comply with the Federd financia
management systems requirements, applicable Federal accounting
standards, and the United States Government Standard General Ledger at
the transaction level. To meet this requirement, we performed tests of
compliance with FFMIA section 803 (a) requirements.

° FFMIA requires reporting on whether an agency’ s financial management systems substantially

comply with the FFMIA section 803 (&) requirements relating to Federal financial management systems
requirements, applicable Federal accounting standards, and the United States Government Standard General Ledger
published by the Department of the Treasury. FFMIA imposes additional reporting requirements when tests
disclose instances in which agency systems do not substantially comply with the foregoing requirements.

35



The results of our tests disclosed instances, described below, in which
USAID's financia management systems did not substantially comply with
Federal financial management system requirements, Federal Accounting
Standards, and the U.S. Standard General Ledger at the transaction level.

Nature, Extent, and
Causes of Noncompliance

FFMIA was passed to improve Federal financial management by ensuring
that Federal financial management systems provide reliable, consistent,
financial data from year to year. The Act requires each agency to
implement and maintain financial management systems that comply
substantially with:

. Federal financial management system requirements.
. Applicable Federa Accounting Standards.

. The United States Government Standard General Ledger at the
transaction level.

Office of Management and Budget Circular A-127, “Financial
Management Systems,” prescribes policies and standards for agenciesto
follow in developing, operating, evaluating, and reporting on financial
management systems. Section 7 of the Circular identifies which
requirements Federal financial systems should meet. In January 2001, the
Office of Management and Budget issued “Revised Guidance for the
Federal Financial Management Improvement Act” to supplementing
Office of Management and Budget Circular No. A-127 to help determine
whether financia systems substantially comply with FFMIA requirements.
That guidance identifies various requirements that an agency must meet,
including those concerning Joint Financial Management Improvement
Program systems.

Since 1997, the Office of the Inspector General has reported that USAID’s
financia management systems did not substantially comply with system
requirements under FFM IAR N the past, the reason for USAID's
noncompliance was that the agency's core financial management systemEl
did not operate effectively. Therefore, USAID hadto rely on a
combination of outdated, legacy systems; informal, unofficia records; and

10 Reports on USAID’s Consolidated Financial Statements, |nternal Controls, and Compliance for
Fiscal Y ear 2000 (Audit Report No. 0-000-01-006-F, February 26, 2001); Reports on USAID’s Consolidated
Financial Statements, Internal Controls, and Compliance for Fiscal Y ear 1999 (Audit Report No. 0-000-00-006-F,
February 18, 2000); and Audit of the Extent to Which USAID’ s Financial Management System M eets Requirements
Identified in the Federal Financial Management | mprovement Act of 1996 (Audit Report No. A-000-98-003-P,
March 2, 1998).

n Called the New Management System
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acore financial management system—uwhich suffered from technical and
operational problems.

USAID has been pursuing an effort to modernize the Agency's systems
and meet FFMIA requirements. Specifically, in December 2000, USAID
implemented anew core financial system in Washington. In addition,
during fiscal years 2001 and 2002, USAID completed efforts to upgrade or
interface five major systems (which process transactions outside of the
core financial system) to the core system. Those systems were:

Acquisition and Assistance System (procurement system),
National Finance Center Payroll System (payroll system),
Management Accounting and Control System,

Letter of credit grant processing system, and

Loan processing system.

aghrowdPE

Federal Financial Management System Requirements

According to FFMIA, Federal agencies must implement and maintain
financia management systems that comply substantially with Federal
financial management system requirements. These requirements state that
Federal agencies shall ensure that security over financial management
information systemsis in accordance with OMB Circular A-130,
Appendix 3. Further, the guidance states that users should have on-line
access to the status of funds or receive daily reports on the status of funds
in order to perform analysis or decision-making.

Although, USAID has enhanced its financial systems over the past two
years, further improvements are needed to:

. Integrate the systems to further strengthen funds control.
. Strengthen computer security controls.
. Further enhance reporting capabilities.

Asaresult, USAID's financial system may not provide users with
complete, accurate, timely financial information needed for
decision-making purposes. The following paragraphs discuss some of the
progress USAID made during fiscal year 2002 as well as some of the
problems that continued to exist.

Funds Control - According to Office of Management and Budget
Circular No. A-11, Preparation, Submission, and Execution of the Budget,
each Federal agency isresponsible for establishing afunds control system
that will ensure that the agency does not obligate or expend funds in
excess of those appropriated or apportioned. In addition, the Circular
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states that at year-end multi-year funds not obligated that remain available
must be reapportioned in the upcoming fiscal year.

In February 2002, the OIG reported two problems that USAID’s core
financial system had with respect to funds control. USAID was aware of

these problems and took some action to correct these deficiencies, as
described below.

First, the OIG reported that USAID’ s system did not propﬁy display the
funding available after appropriation transfer transactions.”= Although the
system prohibited a user from obligating more funds than apportioned, it
displayed an incorrect available amount at the appropriation level after the
users processed appropriation transfers. In March 2002, USAID applied a
fix to its core financia system, correcting the calculation of available
amount after an appropriation transfer, thereby correcting this problem.

Second, OIG reported that USAID’ s system did not roll up multi-year
unobligated balances, allowing the funds to remain available for
obligation. In June 2002, USAID upgraded its system to correct the roll-
up of unobligated balances at year-end. This upgrade provided the
Agency with ameans to automatically roll up uncommitted funds at any
point S(ii.jring thefiscal year. The upgrade also included new accounting
events*that allowed the budgetary accounts in the general ledger to be
updated. However, the posting model s* associated with two accounting
events were incorrect, causing an abnormal balancein a general ledger
account. USAID made appropriate adjustments to the general ledger
account and plansto correct the posting models.

However, because USAID did not have an integrated financial
management system and used a separate system to process obligations for
its overseas missions. The appropriation amount displayed as available
after the roll-up was overstated by the amount of the mission obligations.
To compensate for this weakness, USAID alowed only afew usersto
apportion funds. Further, those users had access to “cuff records’ *to
track mission obligations and determine the correct amount available for
apportionment. Because this issue should be corrected with the
deployment of the core financial system to the overseas missions, we will
not make any recommendations.

Computer Security Weaknesses — Office of Management and Budget
(OMB) Circular A-130, Appendix 111, requires agencies to implement and

12 An appropriation transfer occurs when funds are received from or given to another Federal agency

or another appropriation within USAID.

13 An accounting event links accounting entries with updates to budgets, plans, and projects.
Posting models are debit and credit general ledger account pairs associated with a predefined
accounting transaction.

B For this audit, "cuff records" are defined as informal, unofficial records of USAID activities.

14
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maintain a program to assure that adequate security is provided for all
agency information systems. However, during recent audit work, the OIG
found that USAID has not yet fully devel oped and implemented an
Agency-wide security program for information systems as required.
Further, the OIG reported that USAID’ s general controls*“had serious
weaknesses. Although USAID has begun to take corrective actions to
address these weaknesses, the OIG determined that serious general control
weaknesses continue to exist. Such weaknesses place USAID's financial
management systems at significant risk of unauthorized disclosure and
modification of sensitive data, misuse or damage of resources, or
disruption of critical operations. Asaresult of these weaknesses, USAID
was not substantially compliant with Federal financial management
system requirements under FFMIA.

Reports - According to JFMIP-SR-02-01, Core Financial System
Requirements, "Reporting Function:”

...the core financia system must provide for ready accessto the
information it contains. Information must be assessable to personnel with
varying levels of technical knowledge of systems. Personnel with
relatively limited knowledge...must be able to access and retrieve data
with minimal training on the system.

However, in February 2002 the OIG reported that users were not always
ableto readily obtain data to manage Agency operations. This occurred
because the system was operational for a short period and Agency
resources were focused on implementation and operation rather than
reporting. Asaresult, some system users maintained, "cuff records’ to
supplement the core financial system.

Although some users still maintain “cuff records’ to supplement USAID’s
financial management systems, the Agency has made progressin
providing users access to needed information. For example, anong other
things USAID:

. Enhanced the MACS Aucxiliary Ledger data repository allowing
mission transactions to be viewed at the strategic objective and
operating unit levels.

. Established a web-based report portfolio that allows usersto
generate financial reports from USAID/Washington and mission
data.

16 General controls are the structure, policies, and procedures that affect the overall effectiveness and

security of computer operations.
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. Developed alisting of new requirements as well as current reports
needing enhancement.

Further, USAID prioritized and approved three reports for devel opment.
To date, two of the three reports are currently available for users, while the
Agency continues to develop the third.

Because USAID continues to address the need to provide useful
information to system users, we are not making a recommendation. The
OIG will continue to monitor USAID’s progress in improving its reporting
capabilities.

Federal Accounting Standards

Standard No. 1, Accounting for Selected Assets and Liabilities—
USAID's advances and accounts receivable did not comply with Statement
of Federal Financial Accounting Standards (SFFAS) No. 1, as discussed
below.

Advances - USAID did not recognize (record) all expenses related to
advance liquidations during fiscal year 2002. During fiscal year 2002
USAID did not record about $22 million in expenses (advance
liquidations). Several USAID grantees could not report their related
expenses because the corresponding obligations were not recorded in the
Department of Health and Human Services’ Payment Management
System. USAID lack of an integrated financial management system also
hindered expense reporting. Therefore, obligations established for
advances to grantees that are managed by DHHS must be manually
entered into the Payment Management System.

SFFAS No. 1 states that federal agencies should record advances as assets
when goods or services are received, contract terms are met, progressis
made under a contract, or prepaid expenses expire. The standard further
states that amounts of advances that are subject to refund should be
transferred to accounts receivable.

USAID recorded a $22 million year-end adjusting journa entry to
decrease advances and increase expenses for these advance liquidations
that were not submitted by grantees and processed in the system during the
fiscal year.

Accounts Receivable — USAID does not have an adequate system or
process to recognize its worldwide accounts receivable in atimely
manner. USAID isonly aware of its receivables when its Office of
Procurement, missions, and contractors/grantees report them to its Office
of Financial Management. This situation occurred because USAID lacked
coordination and integration of various systems, an adequate policy and



procedura guidance; and, as previoudy stated, an integrated financial
management system.

SFFAS No. 1 requires that a receivable be recognized (recorded) when a
claim to cash or other assets has been established. The establishment of a
receivable cannot occur on atimely basis unless there are adequate
procedures for recognizing and reporting accounts receivable at the end of
each accounting period. USAID did not comply with the accounts
receivable aspects of SFFAS No. 1.

Standard No. 4, Managerial Cost Accounting Concepts and Standar ds
for the Federal Government - USAID did not comply with one of the
fundamental elements of SFFAS No. 4 that requires establishing
responsibility segments that match costs with outputs and requires the
reporting of full costs of outputs. In addition, USAID does not have a
system to identify and report all costs against the appropriate Agency
goals. USAID did not record and report about $384 million in program
expenses in accordance with its established methodology due to missing
data, inefficient processing, and unreconciled information.

The methodology requires that program costs be directly expensed at the
intermediate output level and rolled up to the net cost reporting level of
Agency goals. USAID did not record and report the $384 million in
accordance with that methodology on its fiscal year 2002 Statement of Net
Costs. Instead, USAID allocated those costs based on a predetermined
percentage rate. The $384 million in program expenses may not have
been properly recorded against the appropriate Agency goalsin USAID’s
Fiscal Year 2002 Statement of Net Costs. The information needed to
properly allocate these expenses was not available to USAID at the time
the financia statements were prepared.

Additionally, USAID had about $22 million in expenses associated with
the advances managed by DHHS that were not identified and recorded by
USAID during fiscal year 2002. These expenses were not reported by
DHHS because the related obligations for which the expenses were
incurred were not recorded in the Payment Management System.
According to the agreement established between USAID and DHHS, all
awards to grantees for advancing funds must be entered into the Payment
Management System before the liquidation of the advance funds can
occur.

Standard No. 10, Accounting for Internal Use Software — In February
2002, the OIG reported that USAID did not accurately compile and report
the proper amount for capitalized software for fiscal year 2001.
Specifically, the amount did not include costs funded in prior years for
servicesreceived in fiscal year 2001 (accrual basis of accounting).
Furthermore, USAID did not capitalize cost by fiscal year, did not have all
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the required support documentation readily available, and did not
reconcile the property records with the financia records.

According to Federal Accounting Standards Advisory Board (FASAB) 10,
Federal agencies are required to capitalize the cost of internal use
software, whether software is commercia off-the-shelf, contractor-
developed, or internally developed. The capitalized cost for commercial
off-the-shelf software should include the amount paid to the vendor for the
software. For contractor-devel oped software, capitalized cost should
include the amount paid to a contractor to design, program, install, and
implement the software. USAID's policy isto capitalize software that
exceeds a $300,000 threshold.

During fiscal year 2002, USAID developed detailed procedures to meet
the requirements of the standard. By implementing these procedures,
USAID was able to determine the proper coststo report. For fiscal year
2002, $4.2 million was capitalized in accordance with the requirements of
Standard 10, Accounting for Internal Use Software. Therefore, USAID
was in compliance with the Standard for fiscal year 2002.

Standard No. 15, Management’s Discussion and Analysis(MD&A) -
According to SFFAS 15, each genera purpose federal financial report
should include financial statements and a section devoted to the MD&A.
SFFAS 15 states that the MD&A is required supplementary information
and should include, among other things, information on performance goals
and results that relate to the financial statements.

Based on our review of adraft of the MD&A, dated December 2, 2002,
The OIG determined that the draft MD& A did not provide a clear and
concise description of program performance that related to the financial
statements included in the Performance and Accountability Report.
Specifically, the program results reported:

a Represented, for the most part, program activities that took place
prior to fiscal year 2002.

b. Did not reflect the achievements of program funds expended
during fiscal year 2002.

Additionally, the draft MD& A contained few performance goals or targets
for fiscal year 2002.

United States Standard General Ledger at the Transaction L evel
FFMIA requires agencies to implement and maintain systems that

comply substantially with, among other things, the United States
standard general ledger at the transaction level. Thisrequiresthe



agency’ s recording of financial events to be consistent with all
applicable account descriptions and posting model g/attributes reflected
in the standard general ledger issued by the Financial Management
Service, Department of the Treasury.

Core Financial System — The OIG previously determined that USAID
did not substantially comply with the standard general ledger at the
transaction level. In fiscal year 2001, it was reported USAID did not
record mission activities—accounting for approximately 52 percent of
USAID'stotal net cost of operations—using the standard general ledger at
the transaction level. This occurred because USAID recorded mission
activities in the Mission Accounting and Control System—a computer-
based system that did not have a standard general ledger chart of accounts.
Instead, the Mission Accounting and Control System uses transaction
codes to record transactions.

Asaresult, USAID cannot ensure that transactions are posted properly and
consigtently. Therefore, USAID needsto record mission activities using the
standard general ledger at the transaction level to support financia reporting
and meet requirements. However, until USAID deploysits core financial
system worldwide, the Mission Accounting and Control System will
continue to operate as the financial system for overseas missions.

In fiscal year 2002, USAID conducted a business modernization study to
identify opportunities for improving the Agency's financial management
areas. That study recommended the accel erated deployment of the core
financial system to the missionsin order to comply with FFMIA.
However, subsequent to that study, in ajoint memorandum issued by the
OIGs of the Department of State and USAID the OIGs recommended
additional studiesto consider the possibility of jointly deploying the
System overseas as a means to maximize potential efficiencies.
Consequently, such studies may impact the timeframe for deploying the
core financial system overseas.

Feeder Systems - The Joint Financial Management Improvement Program
“Framework for Federal Financial Management Systems’ (FFSMR-O0,
January 1995) describes an interface as occurring when “one system feeds
data to another system following normal business/transaction cycles.”
Further, interface linkages must be electronic unless the number of
transactions is so small that it is not cost-beneficial to automate the
interface.

USAID uses two material feeder systems that have been automatically
interfaced with the core financial system: (1) the letter of credit grant



processing system and (2) the loan processing system.EI These two feeder
systems meet the Office of Management and Budget indicators used to
decide whether the systems are in compliance with revised FFMIA
requirements.

Remediation Plan

Office of Management and Budget Circular A-11 states that an agency that is
not in compliance with FFMIA must prepare aremediation plan. The
purpose of aremediation plan isto identify activities planned and underway
that will allow USAID to achieve substantial compliance with FFMIA.
Remediation plans must include the resources, remedies, interim target dates,
and responsible officials. Further, the remediation target dates must be
within three years of the date when the system was determined not to be
substantially compliant.

According to USAID (and as shown in the table below), USAID achieved
five of the seven remediation targets for fiscal year 2002. Although
USAID has made progress in becoming FFMIA compliant, the Agency
did not fully meet two of the seven magjor targets established in USAID’s
remediation plan for completion in fiscal year 2002. According to the
remediation plan, two targets were revised and scheduled to be completed
the next quarter.
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USAID's Targets for Fiscal Year 2002@

Remediation Plan — September 2002

Was Target Target Revised

Remedy Achieved? Date Date Comments

Conduct a study to No, but 4th Qtr 1st Qtr FY Schedule includes

make more effective only minor | FY 2002 2003 implementing the system in

use of capital planning, | slippage pilot missionsin FY 2003 and

enterprise architecture, further deployment in FY

and modern business 2004 and FY 2005, based on

practices to modernize the availability of adequate

the Agency’s business funding in the Capital

systems and accelerate Investment Fund. Additional

deployment of Phoenix studies are being sought to

Agency-wide. further maximize use of fund
resources.

Implement electronic Yes 1st Qtr Completed N/A

interfaces between FY 2002

Phoenix and feeder

systems.

Implement Phoenix in | Yes 4th Qtr Completed | The Agency closed thisat end

Washington and FY 2002 of FY 2002. MAL Release

MACS Auxiliary 3.0 was deployed in July

Ledger (MAL) 2002. Thisprovided a

enhancementsto common accounting

support Agency-wide classification structure via

financial reporting. crosswalks at the operating
unit and Strategic Objective
(SO) levels. The
Consolidated Pipeline report
was implemented in August
2002, which provides the
ahility to perform Agency-
wide strategic objective-level
reporting and allows users to
make decisions at the
operational level. USAID
fully implemented the web-
based reporting tool, Crystal
Enterprise. The coordination
of the web-based enterprise
reporting tool implementation
with the MAL Release 3.0
schedule delayed this remedy.

Implement further Yes 3rd Qtr Completed | In July 2002, the Mission

enhancements to FY 2002 Accounting and Control

MACS Auxiliary Auxiliary Ledger expanded

Ledger to fully its ahility to crosswalk

implement crosswalk monthly field data to Phoenix

tables. operating units and SOs.
More time for development
and testing was required than
anticipated.

Implement the Phoenix | Yes 1st Qtr Completed | Theaccrual process was

corefinancial system FY 2002 implemented in Dec. 2001.

that calculates and
reports accounts
payable and accrual
EXpenses.

The Accruals Report System
was enhanced to post accrual
information at both the
contract and contract line

18

All the datain thistable was not verified as part of the audit.
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USAID's Targets for Fiscal Year 2002 8

Remedy

Was Target
Achieved?

Remediation Plan — September 2002

Target
Date

Revised
Date

Comments

level in July 2002. The
devel opment and testing
process was longer than
anticipated.

6 | Update cost alocation
model to allocate costs
of Agency programs to
the operating unit and
strategic objective
level for Washington
and missions.

No, dueto
funding
constraints

4th Qtr
2002

1st Qtr FY
2003

The Agency created a cost
allocation model using
Phoenix’s Cost Allocation
module. The model under its
current form, allocates
indirect costs recorded in the
Management Bureau to
benefiting bureaus. Using
off-line cost allocation
techniques, these costs are
then allocated to strategic
objectives, which are linked
to Agency goals. In FY 2001,
mission costs were directly
assigned to an Agency goal
without first being associated
with strategic objectives. The
final mapping between
mission projects and strategic
obj ectives was completed
July 2002. Asaresult, the
Agency is ableto assign
mission direct coststo
strategic objectives and
produce Statement of Net
Cost. The cost drivers and
allocation module will need
to be updated to account for
the missions’ indirect costs
when Phoenix isimplemented
inthefied.

7 | Update policies and
procedures for billings,
receivables and debt
collectionin the
Agency’s Automated
Directives System.

Yes

3rd Qtr
FY 2002

Completed

USAID’s ADS Chapter 625
was updated in July 2002 to
address due process demands,
referral of debt to the U.S.
Treasury, and reporting to
consumer credit agencies.

In addition, in ajoint Department of State - USAID OIG memorandum,
the OIGs recommended additional studies to consider the possibility of
jointly deploying the system overseas as a means to maximize Federal
resources. Consequently, such studies may impact the timeframe for
deploying the core financial system overseas and USAID’s overall target

of becoming substantially compliant with FFMIA.

Computer Security Act

The Computer Security Act of 1987 (Public Law No. 100-235) requires
Federal agenciesto protect information by (1) identifying sensitive




systems, (2) developing and implementing security plans for sensitive
systems, and (3) establishing atraining program to increase security
awareness and knowledge of accepted security practices. To further
improve program management and evaluations of agencies’ computer
security efforts, the Government Information Security Reform Act (Public
Law No. 106-398) was passed in October 2000.

Since September 1997, the OIG has reported that USAID did not
implement an effective computer security program as required. In
response to OIG audits, USAID has made substantial computer security
improvements. For example, USAID:

. Upgraded its system software for USAID/Washington and most of
its overseas missions, and, according to USAID management,
USAID is ahead of scheduled.

. Built a set of web-based surveys that migrate information directly
into aformalized draft security plan.

. Developed on-line classes for the annual computer security
awareness training and for new user training.

. Conducted certification and accreditation of its core financial
system and Mission Accounting and Controls System at
USAID/Washington.

. Selected anew Information System Security Officer.

. Implemented practices to standardize the security configurations of
computer operating systems.

Also, according to USAID, the Agency conducted a certification and
accreditation of the General Support System and Mission Accounting and
Controls Systems at nine overseas missions. In addition, USAID is
revising its risk assessment methodology for determining the appropriate
level of controls based on the evaluation of risk compared to the cost-
benefit to be expected from reducing the risk.

However, recent audit work has shown that, although USAID has taken
steps to improve computer security, more work is needed to ensure that
sensitive data are not exposed to unacceptable risks of 1oss or destruction.
As of September 30, 2002, USAID has stated it plans to correct this
material weakness by September 2004. The OIG will continue to monitor
USAID's progress to improve its computer security, compliance with
FFMIA, and the Debt Collection and Improvement Act.
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Debt Collection and Improvement Act of 1996

The Debt Collection Improvement Act of 1996 and the Federal Claims
Collection Standards authorize USAID to:

1. Collect debts owed to the Agency by means of administrative
offset.

2. Assess interest, penalties, and administrative costs on overdue
debts against its debtors.

3. Contract for private collection services.
4. Disclose information on debts to credit reporting agencies.
5. Report compromises to the Internal Revenue Service.

USAID's Claims Collection Standards, 22 CFR 213, cover the due process
rights of debtors and procedures for collecting delinquent debt.

USAID has not complied with all elements of the Debt Collection and
Improvement Act of 1996 that require federal agenciesto report to the
Department of Treasury any receivables that should be included in the
Treasury’s offset program. This situation occurred primarily because
USAID does not have an effective process for establishing accounts
receivable.

Providing an opinion on compliance with certain provisions of laws and

regul ations was not an objective of our audit and, accordingly, we do not
express such an opinion.

Bruce N. Crandlemire /9

Office of the Inspector General
January 24, 2003



M anagement
Comments and
Our Evaluation

We received USAID’ s management comments and suggested changes to
the findings and recommendations included in our draft report. USAID
management agreed with all findings and recommendations. Management
commented that recommendation No. 5 and No. 6 could not be fully
implemented until aworldwide integrated financial management system is
deployed. We have evaluated USAID management comments on the
recommendations and have reached management decisions on al ten
recommendations. We have also made the suggested changes where
deemed necessary. The following isabrief summary of USAID’s
management comments on each of the ten recommendations included in
this report and our evaluation of those comments.

Recommendation No. 1

USAID management agreed with Recommendation No. 1 and commented
that it will implement Recommendation Nos. 1.1 and 1.2 by June 30,
2003. Wewill review USAID’s methodol ogies and automated posting
process during our fiscal year 2003 GMRA audit.

Recommendation No. 2

USAID management agreed with Recommendation No. 2 and commented
that it will implement Recommendation Nos. 2.1 and 2.2 by October 1,
2003. During our fiscal year 2003 GMRA audit, we will review USAID’s
guidelines for overseas missions and process to reconcile the mission
adjustment account in the general ledger to the cumulative amountsin the
mission ledgers and resolve differences between those two ledgers.

Recommendation No. 3

USAID management agreed with Recommendation Nos. 3.1, 3.2, and 3.3
and commented that it issued improved guidance in January 2002, in the
revision to the Automated Directive System No. 621, Obligations, that
addresses the intent of this recommendation. Second, that it will review
documentation of several Automated Directive System guidance for
accounts payable to ensure that adequate guidance and instructions are in
place and these recommendations are properly implemented. Lastly, it
will implement this recommendation by March 31, 2003. We agree with
USAID’s management decision on Recommendation Nos. 3.1, 3.2, and
3.3. During our fiscal year 2003 GMRA audit, we will review USAID’s
progress of reviewing unliquidated obligations and documentation of
guidance that properly supports the implementation of this
recommendation.
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Recommendation No. 4

In regards to this recommendation, USAID management commented that
there are still some problems with getting documentation from Grant
Officersin atimely manner and that Grant Officers are not under the control
of the Office of Financial Management. In addition, USAID commented
that this recommendation was transferred to the Office of Financial
Management to the Office of Procurement and that the Office of
Procurement agreed to issue additiona guidance to ensure that grant officers
send the documentation to the Office of Financial Management within ten
business days. We agree with their management decision on this
recommendation and the revision to Recommendation No. 4 to identify the
Office of Procurement taking this corrective action. Further, USAID
commented that it implement this recommendation by March 31, 2003.
During our fiscal year 2003 GMRA audit, we will review USAID’s progress
of sending documentation to the Office of Financial Management and
documentation of guidance that properly supports the implementation of this
recommendation. USAID management commented that a new
recommendation was not necessary. We included Recommendation No. 4
because we believed that action is needed by USAID’ s Chief Financia
Officer to reduce the problem of not recording grants and/or modificationsin
the DHHS Payment Management System in atimely manner.

Recommendation No. 5

USAID management commented that the situation likely continues until a
worldwide integrated accounting system is deployed. Further, USAID
commented that it continues to review the situation and will determine
additional interim measures that can be implemented. Management
commented that this recommendation is a duplicate from last year’' s report
that was closed on September 30, 2002. During our FY 2002 audit, the
OIG found that USAID established a system to enter new grants and/or
modification in the DHHS Payment Management System in atimely
manner. However, this system has not been fully implemented. For
example, our FY 2002 audit found that USAID had not recorded 105
grants and/or modification valued at about $253 million in the DHHS
Payment Management System. Therefore, we are restating this
recommendation to bring this issue to management’ s attention again.
USAID management commented that it plans to implement
Recommendation No.5 by March 31, 2003. We agree with the
management decision on this recommendation and plan to review
USAID’s progress in recording grants and/or modification in the Payment
Management System during our FY 2003 GMRA audit.



Recommendation No. 6

USAID management commented that it will review and update guidance
on establishing and reporting on accounts receivable in the Automated
Directive System no. 625, Accounts Receivable and implement this
recommendation by June 30, 2003. We agree with this management
decision regarding this additional action needed. USAID further
commented that this recommendation duplicates Recommendation No. 4
in Audit Report 0-000-02-006-F and remains open because USAID does
not have aworldwide integrated accounting system until Phoenix is
deployed. However, USAID continues to rely on data callsto obtain
accounts receivable data from overseas missions. During our fiscal year
2003 GMRA audit, we will review USAID’ s progress of establishing and
reporting accounts receivable.

Recommendation No. 7

USAID management agreed with Recommendation No. 7 and commented
that it will consult with the Office of Procurement and expand and update
the guidance under Automated Directive System. USAID commented that
it would implement this recommendation by June 30, 2003. We agree
with the management decision on this recommendation and will review
USAID’ s updated guidance and progress towards establishing accounts
receivable in atimely manner.

Recommendation No. 8

USAID management agreed with Recommendation Nos. 8.1, 8.2, and 8.3
and commented that they plan to make appropriate revisions to the
Automated Directive System guidance for credit programs and implement
these recommendations by July 31, 2003. We agree with the management
decision on this recommendation and will review USAID’ s updated
guidance that supports the implementation of this recommendation.

Recommendation No. 9

USAID management agreed with Recommendation Nos. 9.1 and 9.2 and
commented that it had encountered problemsin monthly closing in the
early months of the fiscal year due to conflicting priorities (e.g.,
development of the Congressional Budget Justification) and will carefully
adjust dates for Mission Accounting Control System and Auxiliary Ledger
closings and dates for monthly Phoenix closing. Despite the challenges,
USAID agreed that monthly closing reduces the number of reconciling
items. USAID expects to close this recommendation by June 30, 2003.
We agree with the management decision on this recommendation. During
our FY 2003 GMRA audit, we will review USAID’ s progressin closing
the monthly general ledger.
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Recommendation No. 10

USAID management agreed to implement Recommendation No. 10 by
March 31, 2003. During our FY 2003 GMRA audit, we will review
USAID’s progress in disposing of and removing computer-related
properties from its non-expendable property inventories and financial
records.

See Appendix Il for USAID’ s management comments.



Appendix |

Scope and Scope

M ethodology
This audit was conducted in accordance with generally accepted
government auditing standards. Following those standards, we
assessed the reliability of USAID’ sfiscal year (FY) 2002 financial
statements, related internal controls, and compliance with
provisions of applicable laws and regulations.

We obtained an understanding of the account balances reported in
USAID’sFY 2002 financial statements. The OIG determined
whether the amounts were reliable, whether applicable policies and
procedures were established, and whether they had been placed in
operation to meet the objectives of the Federal Accounting
Standards Advisory Board and other regulations. We considered
all reasonabl e efforts made by USAID’ s management to improve
its financial management and respond to our previous
recommendations relating to the operations of its financial
portfolio.

We statistically selected and reviewed FY 2002 financial
statements and financia related activities at USAID/Washington
and 16 USAID missions™. A planning materiality threshold of five
percent and testing materiality threshold of three percent was
calculated. These materiality thresholds were based on USAID FY
2001 total assets net of intergovernmental balances. Any amount
over $75 million was considered material and included in our audit
of USAID’s FY 2002 financia statements. All exceptions were
considered in the aggregate to determine whether USAID’s FY
2002 financial statements were reliable.

With respect to the Management’ s Discussion and Analysis
(MD&A), wedid not perform an audit. However, we gained an
understanding of USAID’s system of collecting and reporting
performance information. We did not assess the quality of the
performance indicators and performed only limited tests to assess
the controls established by USAID. Based on our limited tests of
the measurement and presentation of performance results reported
inthe MD&A, we identified certain deficiencies that, in our

19 The 16 missions selected were USAID: Georgia, Hungary, Bulgaria, Bosnia, Egypt, Jordan, The

Philippines, Ethiopia, Uganda, Serbia, Kosovo, Kazakhstan, Cambodia, Bolivia, Honduras, and Peru. USAID
Bulgaria, Bosnia, and Serbia were visited only during the internal control phase of the audit.
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judgment, adversely affected USAID’ s portrayal of performance
results as required by prescribed guidelines.

M ethodology

In accomplishing our audit objectives, we reviewed significant line items
and amounts related to USAID’ sfiscal year 2002 financial statements.
These financial statementsinclude Balance Sheet, Statement of Net Costs,
Statement of Changes in Net Position, Statement of Budgetary Resources,
and Statement of Financing. To accomplish the audit objectives we:

. Obtained an understanding of the components of internal control
and assessed the level of control risk relevant to the assertions
embodied in the class of transactions, account balances, and
disclosure components of the financial statements.

. Performed tests of compliance with laws and regul ations that could
have adirect and material effect on USAID’ sfinancia statements
including the Federal Financial Management Improvement Act.

. Conducted internal control reviews at USAID/Washington and 16
statistically selected missions and detailed audit tests of selected
account balances at USAID/Washington and the 13 statistically
selected missions.

. We statistically selected and confirmed outstanding advances to
grantees and selected direct loan balances.

. Reviewed prior audit reports related to USAID financia activities
and determined their impact on USAID’ sfiscal year 2002 financial
statements.

. Conducted meetings with USAID management, employees,

contractors, grantees, and other parties associated with the
information presented in the FY 2002 financial statements.

. Followed-up on previous financial statement audit
recommendations and restated those recommendations that were
not implemented by USAID management.

. Conducted alimited review of the internal controls related to the
existence and compl eteness assertions rel evant to the performance



measures included in the MD&A. We also reviewed the
December 2, 2002, draft of the MD&A.
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Appendix I

USAID’s
M anagement
Comments

‘.lll-'

U.S. AGENCY FOR
INTERNATIONAL
DEVELOPMENT

MEMORANDUM January 21, 2003
TO: AIG/A, Bruce N. Crandlemire
FROM: CFO, Susan J. Rabern /¢/

SUBJECT: Management Response to Draft Independent Auditor's
Report on USAID's Consolidated Financial Statements,
Internal Controls, and Compliance for Fiscal Y ear 2002
(Report No. 0-000-03-001-C)

Thank you for the opportunity to respond to the draft report. We
are extremely pleased that you are able to issue opinions on all of USAID's
five principal financial statements. We appreciate the spirit of cooperation
and level of dedication and effort between OIG and Agency staff that made
this significant milestone possible.

Following are our management decisions regarding the proposed audit
recommendations:

USAID’sProcessfor Allocating Program Expenses on its Statement of
Net Costs Needs | mprovement

Recommendation 1: We recommend that the CFO establish requirements
to:

1.1  Modify the manual distribution methodology, when thereis no fund
cite, to match expenses related to advances reported by the U.S.
Department of Health and Human Services (DHHS); and

1.2  Ensurethat USAID’ s automated posting process uses the DHHS
posting methodol ogy.
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Management Decision: We agree to implement recommendations 1.1 and
1.2. Target completion date is June 30, 2003.

USAID’s Processfor Reconciling its Fund Balance with the U.S.
Treasury Needs I mprovement

Recommendation 2: We recommend that the CFO:

2.1  Provide detailed guidelines to overseas missions for writing off old
reconciling items. These guidelines should include the
reconciliation steps that should be completed before write-offs are
requested by USAID missions.

2.2 Reconcile the mission adjustment account in the general ledger to
the cumulative amounts in the mission ledgers and resolve
differences between the genera ledger and the mission ledgers.

Management Decision: We agree to implement recommendations 2.1 and
2.2. Target completion date is October 1, 2003.

USAID’sInternal Controls Over its Accounts Payable Process Need
Improvement (Repeat Finding)

Recommendation 3: We recommend that the CFO coordinate with M/OP
and:

3.1  Develop astandardized documentation requirement for estimating
accounts payable in Washington and missions on atimely basis.

3.2  Issuedetailed guidance and instructions for reviewing and reporting
to M/OP obligations that are available for deobligation.

3.3  Issuedetailed guidance requiring CTO's to maintain adequate
documentation supporting accounts payable as required by the
ADS.

Management Decision: We agree to implement recommendations 3.1, 3.2,
and 3.3. Improved guidance issued on January 17, 2002, in the revision to
ADS 621, Obligations, addresses the intent of these recommendations.
This revised and expanded guidance is the result of extensive work done
this year by the Agency’s deobligation/reobligation quick hit team. To
ensure that these recommendations are properly implemented, we will
review ADS 621, Obligations, ADS 630, Payables Management, and ADS
631, Accrued Expenditures, to ensure that adequate guidance and
instructions are in place. Target completion dateis March 31, 2003.




USAID’s Process for Reconciling and Classifying Advancesto
Grantees Needs | mprovement (Repeat Finding)

Recommendation 4: We recommend that the CFO, in coordination with
the Director, M/OP, establish procedures to ensure that all new grant
agreements and/or modifications are submitted to M/FM/CMP within ten
business days after their execution.

Management Decision: Although thisis arepeat finding from last year, we
have shown significant improvement. As the draft report indicates, on
September 30, 2002, USAID had not recorded approximately 105 grant
agreements or amendments in the Payment Management System (PMS).
The report indicates that since then, 78 of the 105 agreements have been
recorded. Thisisavast difference from the 278 agreements that had not
been recorded at the end of FY 2001. In fact, recommendation 4 isa
duplicate of recommendation 2.2 from last year’ s report, 0-000-02-006-F.
This recommendation currently remains open despite improvements and
the issuance of guidance (Contract Information Bulletin 01-18), because
there are still some problems with getting documentation from grants
officersin atimely manner. In an attempt to improve this process further,
and because grants officers are not under the control of M/FM, the open
audit recommendation was transferred from M/FM to M/OP on December
18, 2002. M/OP has agreed to issue additional guidance stressing the need
to forward this documentation to M/FM within ten business days. For this
reason, we do not believe that a new recommendation is necessary, but if
the recommendation appears in the final audit report, it should be directed
to M/OP, rather than to the CFO. The target closure date is March 31,
2003.

Recommendation 5: We recommend that the CFO establish procedures to
ensure that M/FM/CMP enters all new grants and/or modificationsin the
Payment Management System within ten days of receiving them.

Management Decision: This recommendation is also a duplicate from last
year’ s report. Recommendation 2.3 from audit report 0-000-02-006-F was
closed on September 30, 2002, based on the following:

. A system was established to monitor the amount of time it took
M/FM/CMP staff to enter datainto the PMS. Between March and
August 2002, the number of working days averaged between six
and thirteen days. The monthly average was less than nine days.

. To facilitate the receipt of documentation, a central email box was
set up so that grants officers could scan and email awardsto FM, a
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drop box was set up in FM to receive hardcopy documentation, and
web-based data gathering from grantees was established.

As the draft report indicates, this situation will likely continue until a fully
integrated, worldwide system is deployed. In the meantime, we will
continue to review the problem and determine if there are additional
interim measures that can be implemented. Target closure date is March
31, 2003.

USAID’s Process for Recognizing and Reporting Accounts Receivable
Needs I mprovement (Repeat Finding)

Recommendation 6: We recommend that the CFO develop and implement
asystem for the immediate recognition and reporting of all accounts
receivable that are due to USAID at the end of each accounting period.

Management Decision: This recommendation duplicates recommendation
4 from audit report 0-000-02-006-F, which remains open. Last year we
related that we cannot fully implement this recommendation until a
worldwide integrated accounting system is deployed. Until then, we will
continue to rely on data calls to obtain accounts receivable data for
financial statement preparation. As an additional action, we will review
and update guidance on establishing and reporting on accounts receivable
in ADS 625, Administrative Accounts Receivable. Target closure date for
this action is June 30, 2003.

Recommendation 7: We recommend that the CFO, in coordination with
the Director, M/OP, develop and implement procedures to ensure that the
necessary information is forwarded to M/FM for the establishment of
accounts receivable whenever agreement is reached with contractors and
grantees that funds are owed to USAID.

Management Decision: We agree to implement this recommendation.
Although policy guidance existsin ADS 625, Administrative Accounts
Receivable, and ADS 595, Audit Management Program, we will consult
with M/OP and expand and update the guidance. The target closure date
for this recommendation is June 30, 2003.

USAID’sProcessfor Calculating Credit Program Allowances Needs
I mprovement

Recommendation 8: We recommend that the CFO establish procedures to
ensure that:




8.1  All credit program and management personnel are cognizant of
changes in government policies and procedures that may have an
impact on credit and loan programs;

8.2  An assessment of the impact on the financial information presented
ininternal and external reportsis required; and

8.3  Second party reviews are conducted for final credit program and
loan balances amounts at the end of the fiscal year before the
annual financial statements are prepared.

Management Decision: We agree to implement recommendations 8.1, 8.2
and 8.3 by making appropriate revisionsto ADS 623, Financia
Management of Credit Programs. Target closure date is July 31, 2003.

USAID’sMonthly and Year End Closing Procedur e Needs
I mprovement

Recommendation 9: We recommend that the CFO establish written
procedures to:

9.1  Close monthly accounting periods on the dates established by the
U.S. Treasury and prepare adjusting journal entries for any changes,
corrections, or adjustments that are made after an accounting period
is closed.

9.2 Includefinal datesfor entering transactions into the general ledger
before closing. The final dates should be provided to all employees
responsible for entering transactions that may affect the general
ledger.

Management Decision: We agree to implement recommendations 9.1 and
9.2. It has been our experience that the process of monthly closing has not
been effective in the early months of the fiscal year, due to conflicting
priorities during the first quarter, such as the development of the
Congressional Budget Justification (CBJ) and focusing critical attention on
the previous year’'s closing and audit. We will also need to carefully adjust
datesfor MACS and MAL postings when establishing procedures and
dates for amonthly close. Despite the challenges, we agree that thisisa
good idea and will reduce the number of reconciling items. Target closure
date is June 30, 2003.

USAID’s Controlsand Management of Certain Computer Equipment
at Missions Need | mprovement
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Recommendation 10: We recommend that the CFO coordinate with the
Office of Overseas Management Services (M/OMS) and notify all missions
to dispose of and remove the Reduced Instruction Set Computer System
6000 R-20 Lan Server and the IBM subsystem cabinet from their
respective non-expendable property inventories and financial records.

Management Decision: We agree to implement recommendation 10.
Target closure date is March 31, 2003.




Appendix I11

Status of
Uncorrected
Findings and
Recommendations
from Prior Audits
That Affect the
Current Audit
Objectives

Office of Management and Budget's (OMB) Circular No. A-50 statesthat a
management decision on audit recommendations shall be made within a
maximum of six months after issuance of afina report. Corrective action
should proceed asrapidly as possible. The following audit recommendations
directed to USAID remain uncorrected and/or final action has not been
completed as of September 30, 2002. We have a so noted where final action
was taken subsequent to fiscal year-end but prior to the date of this report.

Audit of USAID’s Compliance with
Federal Computer Security Requirements
Audit Report No. A-000-97-008-P, September 30, 1997

Recommendation No. 2: We recommend that the Acting Assistant
Administrator for Management demonstrate support for an effective
computer security program by taking action to direct the computer security
program manager to develop and implement an effective computer security
program by:

2.2  Ensuring that adequate resources and skills are available to
implement the program.

2.4 Implementing disciplined processes to ensure compliance with the
Computer Security Act of 1987 and OMB Circular A-130.

2.5  Bringing sensitive computer systems, including the New
Management System, into compliance with computer security
requirements by: (1) assigning security responsibility, (2) preparing
security plans, (3) completing contingency/disaster recovery plans,
(4) identifying technical controls, (5) conducting security reviews,
and (6) obtaining management’ s authorization before allowing
systems to process data.

Recommendation is pending final action by USAID.
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Reportson USAID'S Financial Statements,
Internal Controls, and Compliance

for Fiscal years 1997 and 1996

Audit Report No. 0-000-98-001-F, Mar ch 2, 1998

Recommendation No. 7: We recommend that USAID:

7.1  Establish procedures to ensure (1) operating units report results for
the year ended September 30 and (2) results reported in the overview
section of USAID'sfinancia statements and Annua Performance
Report be clearly shown as achievements for that year.

Recommendation is pending final action by USAID.

Audit of Access and System Softwar e Security Controls
Over the Mission Accounting and Control System (MACS)
Audit Report No. A-000-99-002-P, December 31, 1998

Recommendation No. 1: We recommend that the Director of IRM
strengthen MACS' access and system software controls by developing and
implementing standards for access and system software installation and
maintenance. These standards should implement the agency’s policies
pertaining to access and system software controls and thus, provide step-
by-step guidance to mission system managers in the implementation of
these controls. These standards should specifically address the controls
described in GAO's Federal Information System Controls Audit Manual.

Recommendation is pending final actio